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Inbound Email Hygiene Requirements:

* Anti-spam, Anti-fraud / anti-phishing
» Anti-virus, worm, malicious applets
« Attachment stripping

* Denial of Service (DoS) attacks,

* Directory Harvesting Attacks (DHA)
* Rejection of open relay messages

* Reverse DNS checking
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Outbound Email Threats B i s
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Outbound Email Hygiene Requirements:
 Stop confidential information leaks

- Stop distribution of illegal/offensive material
* Encrypt outbound email communications

Desktops « Comply with regulations
Outlook » Sarbanes-Oxley, HIPAA, GLBA, SEC...
N °tr * Manage network bandwidth
otes

* Domain-based routing
* Address rewriting
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Spam is the tip of the iceberg! =

1] ]
Phishing attacks!

“Spoofed” email messages and websites designed to fool recipients
into divulging personal financial information

Sent via Spam techniques

Operated by criminals, and getting harder to detect

Customers lose privacy, money and/or services
Estimates as high as 20% of targeted end-users fall for scams*

*Top 5 US Bank

Ultimately customers lose faith in the Internet as a means
to conduct business because they can not determine who they can trust
——




Evolution of Anti-spam Technologies BN Eario e

SPF, DomainKeys, etc

2004 | Identity-Based Analysis Digital Signatures
IP Whitelisting

Heuristics

2002 Behavior Analysis Bayesian
Statistical Analysis

Lexical Analysis
. . Weighted Word List
1997 Content Filtering sighied Tord =it
Regular Expressions
Signature/Hash

Tumbleweed’s stance:“Cocktail” approach is the most effective.
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Phishing Trends -

Reported attacks
Nov — 21 total, 0.7 per day
Dec — 116 total (452% growth), 3.7/day avg
Jan — 176 total (52% growth), 5.7/day avg

Total estimated phishing attack email volumes
Jan — 1.76 Billion

Most targeted companies
Unique attacks reported against 28 different companies in

Jan
Ebay, Citibank, AOL are the top three

*Antiphishing.org




The Costs of Threats in the Enterprise ra LIRS LR

Reduced employee productivity
Time spent deleting spam
Time spent retrieving false positives

Loss of valuable network resources
Network storage and bandwidth
Mail server capacity

Reduced IT productivity

Technical support
IT administration

Legal liability

Risk of hostile workplace lawsuits

Phishing and Fraud

Customers lose money, identity
Companies lose reputation/brand and customer trust




Phishing Attacks

Spoofed Email Address
(SecretService@ebay.com)

Spam Mass Mailing

Brand Hijacking

Disguised Link to Phisher Site
href="http://www.ebay.com:tkbm6Yjkimgd234d
gdfhfnbjghuiigrfgfdhgjgtWdfdbhjiuEbnkuod5fEtn

uo3243h*@211.56.245.66:7301/"

T —
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™ eBay Member Billing Information updates -

| Bl Edit View Insert Format Tools Actions Help

Message (HTML)
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Seht’ SE& IEH?E.'?D-D31 SERM Dan Maier
Connected i
eBay @ Meed I:Iel_g?:
Dear eBay Member,
We at eBay are sorry to inform you that we are having problerms with
the billing information of yg o e would
appreciate it if you
would visit our wellsite eBay Billing Center agd fill out
the proper
infarmaticy eep you as an eBay member.
ou think you have rec:ewed thls email as an errar, please visit
our website and fill out information. That way we can
= haain here is the:
Flease Do Mot Reply Ta This E-Mail As You Will Mot Receive AResponse
Thank you
Accounts Managerment
As outlined in aur User Agreement, eBay will perindically send you =
information about site changes and enhancements. Visit our Privacy
Folicy and User Agrearment if you have any guestions.
Announcements | Fegister | Safe Trading Tips | Policies | Feedback Forum | About eBay

Capyright 71995-2003 eBay Inc All Rights Resenved.
Designated trademarks and brands are the property of their respective awners,
Uze of thizWeb site constitutes acceptance of the eBay Usar Agreement and Privacy Policy.

reviewed DI
S10e Pprivacy’' s
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Phishing Attacks

Website doesn’t
match branding ...

For security reas

eBay User ID

use yourregistared email, I

Password

s the following information must be confirmed.

Brand Hijacking

Request for
Sensitive
Information

B Please re-enter your etnail A ddress:

B Please re-enter €our Social Secutity Number (331D
(The 55N consists ofmiag disits, conunonly witter seed
separated by hyphens: A4 A Glr

strongly advise you to specifir an alternative eBay password. This process
allows us to give back sole control of the account to you in case something

goes ithitistnictions regarding the account and its fature safety.
<Alternati\re password (& chgdacter minimum)

""*Please note thatwhen choosing a pasanord we
strongly recommend that you choose a pasaword that
can be eazily remembered ™"

free fields <

& [mportantIn order to prevent any fraudulent activity from occurring we <

~n_ TUMBLEWEED
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& Please confirm your credit or debit card on file to help verify
your identity. Your information is kept safe and private.

Pleace yake qume your card expiration date Iocomect.
I o card has expired, please exter stother one.

Full Name on Credit Card:
Credit Card Billing Address:
City:

State/Province:

Province if not US/Canada:

Zip/Postal Code:

|
I
|
|— Select here if country is US or Canada - j
|
|
I

Phone Number:

Fax Number: I
Country: |—Pleas{3 Select Courtry - j

Important: If necessary, please edit the above information to match your credit card hilling
information.

: — Wiza, Mastercard, American Express, or Discover
Card Type: |\.f'|sa ﬂ *our card will noth e charged!
< Card Number: I
Expiry (mmfyyyy): |11 :I:i IZUU.3 j"
CVV2 code

The CUW2 code ie the three-digit code on the Tack of the
card folberaritgs yonm cpedit card romrher.

ATM PIN (Bank Verification) #:

oL

Submit |

] bone




Can You Detect It? = L

_________1 ]
Website URL may not match hijacked company

phisher websites are increasingly hosted offshore, and may show a
numeric IP address rather than a domain

IE Bug lets phishers make fake URLSs %
phishers are using an IE browser vulnerability that lets them mask the

real site address with the hijacked company’s website domain

Other devious ways to trick you
Popups and redirections

Ultimately customers lose faith in the Internet as a means
to conduct business because they can not determine who they can trust
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From: Bank One [customerservice@bankone, com]
To:

Y

Subject:  Bank Cne Cuskormer 'Warning

Senk: Thu 12/25/2003 11:11 AM

BANK=ONE.

December 15, 2003

Recently aur custamers
have reported receiving
fraudulent e-mails that
appearto be from Bank
one. Learn more about

what's happening and

how to protect
yourself.,

Tao learn m Recent

sarvices, tr

=

Log in | ATM/Branch Locator | Calculators | Help Center | Contact Us | Privacy Policy | Terms of Use

Home Bank COne for You | Bank One for Your Business

Login

n [FLwhat's Mew [ Sustern Avsilability  [F| Help With Thiz Page

User ID !l I" Save User I on this camputer

Password I

Iam Inl

ly our customers have reported receiving fraudulent e-mails

that appear to be from Bank One. Please login and learn more about

Plaaze loqi What’S

account act

suspect that a non-
authorized individual has
obtained your User ID and
paszsword, please cantact
us at immediately,

More Infarmation

I Ay
Home equity lines of

credit. Apply now and
enjoy no annual fee. Learn

More,

happening and how to protect yourself.

# [onotuse vour browser's "Back" buttan to navigate once you
have logged in Doing 50 ray cause your transactions to be
subrmitted incorrectly,

® Forgotten wour User ID or Password? Restore your access,

To enable anline access far your accounts, click the "Enroll Mow" button,
Enroll : ; ;
To learn maore about free services available from Bank ©One Online@, try
our Demo,

Enrall Mow I

= Log in to other sites

El CardMember Services

Cnline credit card account management
rmade convenient

The COne Net

Check the broad range of products tailored
to businesses with more than $10 millian in
annual sales

Version=1,0,12/11/2003,10:04 AM B1

E one Group

Znline retail asset management site
Commetcial Real Estate Loan
Administration

CRE Loan Adrninistration Cnline
Construction loan account information for
real estate construction loan customers




From: Visa International Service <secunity@wisa-security. com™
To: o s@juno.com
Date: Tue, 23 Dec 2003 03:24:28 -0600
Subject: Visa Security Update
b ge-ID: <44 A985CTHAAARSDA@mx19 lax untd com=
Reply-To: Visa International Service <gecurity@iisa-secunity. com™>
Received: from mxl9 laz untd com (% lax untd com [10.130.24.79])
by maildeliver(05 laz untd. com with SMTP id A AA83CTHATPRVGA
for < L @uno.com® (sender <7863 (@mail com>=),
Tue, 23 Dec 2003 01:26:13 -0800 (PET)
Received: from 218.150.12.43 ([218.150.12.43])
by mx19 laxz untd. com with SMTP id AAAIRSCTIHAALRSDA
for < 0 (@uno.com> (sender <7863 (@mail com®=),
Tue, 23 Dec 2003 01:26:12 -0800 (PET)
X-Mailer: Microsoft Outlook Express 6. 0028001158
MIWE-Version: 1.0
Content-Type: text/html, charset=is0-8859-1
Content- Transfer-Encoding: Shit
X-Priority: 2 (I ormal)
X-MATL-INFO:
437d5d8939394554353454742538d1a92494b 1023579352942 d8% dad 2d 1 ddd4 04 1494854504
Organization: Visa International Service
X-ContentStamp: 2.3 1318085027

Return-Path: <7863 @mail com>
M ge-ID: <44 A985CTHAAARSDA@m19 laz untd. com=

Secure with Visa

Total purchase protection.
For the holidays, and every day.

Dear Customer,

Our latest security system will help you to avoid possible fraud actions and
keep your investments in safety.

Due to technical security update you have to reactivate your account
Click on the link bhelow to login to your updated Visa account.

To log into your account, please visit the Visa Wehsite at
http:/fwww.visa.com

We respect your time and husiness.
It's our pleasure to serve you.
Please don't reply to this email This e-mal was generated by a mail handling system.

VISA

Copyright 1996-2003, Visa International Bervice Association. All rights reserved.



How Long To Take A Site Down? -

Even once a phishing attack is detected, it takes an
average of 160 hours to take it down.

It's in another country

No cross-border Internet crime laws

It may be running on a hacked server someplace




™ Billing Update Requested (URGEMT) - Message (HTML) e |EI|£|

JE“E! Edit Wiew Insert Format Tools Actions Help
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Fram: ATET Billing [biling@worldnet, atk, net] Sent:; Thu 1/8/2004 6:41 PM
To: S @mworldnet attnet
iz

Subject:  Biling Update Requested (URGEMT)

== ATeT
= Worldnet

Eecently we attemnpted to authorize payment from vour credit card we have on

file for you, but it was declined.

For secunty purposes, our systemn autotnatically rernowes credit card mformation
from an account when there 12 a problem or the card expares.

Please resubmt the credit card, and prowide us with new and complets

information. To resubtmt credit card information wa our secure server, chcle the
following link:

https:ifimy. att net/ Autht looin ¥ sid=c0%p=addcre ditcard

Thiz 1z the quickest and easiest method of getting credit card infortmation to us.
Tzing the secure server will ensure that the credit card will be placed on account
within 24 hours.

© 2003 AT&T. All rights reserved.

l« |



==3 ATeT
Worldnet

* Member Services SEARCH TOOLS | SHOP | HELP

Home / Help / Service Bulletins /

Have you found this Web site helpful? Let us know.

MNotice to AT&T Internet Customers

You have been directed to this ATRT Web page as a result of having clicked a link within an e-mail you recently
received, The e-mall likely appeared to have been sent by ATET and requested that you either update your hilling
information or verify personal data associated with your current AT2T Internet account.

You may have received an e-mail message that appears to have been sent by ATRET, This e-mail directed you to click
on a link to a Web site, This site would have asked you to provide personal information such as: driver's license,
mother's maiden name, or your credit card account information,

ATRT has blocked access to the suspected fraudulent Web site and has diverted you to this notification page to
protect you against possible credit card fraud and/for identity theft,

This e-mail message is unauthorized by ATET and should be disregarded.

To facilitate our investigation into this incident, please forward the complete e-mail message you have received (with
header information attached) to scam@abuse-att.net,

To obtain important information pertinent to protecting yourself against identity theft, you may wish to visit the LS
Federal Trade Commission's Identity Theft Web site, which is located at bttp: ffwewew . consumer. qoy fidtheft/.

Terrms and Conditions, ATET Snline Privacy Paolicy



Average Losses? ~—, TUMBLEWEED
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It can cost $50k per phishing attack in administrative

overhead*
$50-60 per account

Phishers can net about $100k in financial theft per attack*

Up to 7 new attacks per day!

Business and brand risk

*Top 5 credit Card Issue
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How Can Phishing (Spam) Be Stopped? I EREEN D

Education

Detection

Prevention




Detection -+ TUMBLEWEED

"Domain name registration monitoring"
Service to continuously monitor domain name registrars and the
domain name system for domain names that infringe on a company's
trademarked names, and could be used to launch spoofed websites to
fool customers.

“"Central Clearinghouse”
Create a central clearinghouse of known phishing attacks shared all
companies (banks, ISPs, technology vendors, law enforcement...)




Detection -+ TUMBLEWEED

"Spam Scanning"
There are a number of anti-spam vendors offering services to scan
email in the wild and notify customers if they detect phishing attacks
against that company.

"Spam Filtering”
There are many anti-spam vendors who are adding identified phishing
attacks to their spam filters, to prevent it from getting to the desktop.




Prevention ~—, TUMBLEWEED

"Strong Website Client Authentication™
Strongly authenticate any users visiting a business web site using two-
factor authentication

"Mail Server Authentication”
Stop spoofing using enhanced DNS capabilities to verify the IP
address of a sender's email server

"Mail Sender Authentication via Digital Signatures™
Use S/IMIME/PGP/etc digital signatures to sign outbound mail - provide
signature verification at the gateway




Conclusion ., TUMBLEWEED

Industry/market direction:

“Spam Filter Today,

Authenticated Email Tomorrow”
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